UNL: NetLab user guide

OpraHi3auisa cepenoBuLia
"BipTyanbHa naboparopisa”



CepepoBuule "BipTtyanbHa naboparopia”

* BUKOHaHHS NpPaKTUYHOro 3aBAaHHSA NPOBOAUTLCHA, B CUCTEMI
"BipTyanbHa nabotaropis”

= CTPYKTYpHa cXema CUCTEMM:
= Web-goctyn yepes3 mepexy Internet abo LAN yHiBepcUTETY

Web-6payaep

Putty VNC Viewer

"BipTyanbHa nabopartopis”

DMZ

Mepexa

CepeposuLle BipTyanisauil

YHiBepcuTeT KopucTtysau

= Kopuctysad 3actocoBye naket Windows Client Side Pack (Putty,
VNC Viewer): EVE-NG-Win-Client-Pack.exe
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OpraHi3audia Web-gocTtyny

= Cepenosuule "BiptyanbHa nabopatopisa” AOocTynHe no
npotokony HT TP 3a agpecolo:

http://unl.networkacad.net — 30BHiLLHIN 4OCTYM

http://unl.its.tntu.lan — nokanbHWN OOCTYnN

Unified Networking Lab

ab can be ¢ ered th

USERNAME / PASSWORD

KOpVICTyBaLIa ROUTERESFLECTOR
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JJSERNAME
PASSWORD

[ ]



http://unl.networkacad.net/
http://unl.its.tntu.lan/

OpraHizauia Web-aocTyny (nponosxeHHs)

= CTOpiHKa KopuctyBaya B  cepegoBuuli  "BipTyarbHa
nabopartopisa”

I user1of -ﬂi:l I Logout (= I

ROUTERESLECTOR HOME  STATUS INFORMATION ~

_ABS
Im FOLDERSIN/

01_NETWORKING

[Mpodinb Buxia 3
KopucTyBaya  CUCTEMU

02_CYBERSECURITY

SHARED

[MTaHenb MeHo

[Mepenik KypciB [Mepenik
nabopaTtopHux podiT



OpraHizauia Web-gocTyny (npogoexenns)

= [TakeT N3 Windows Client Side Pack BUKOpUCTOBYETbCA ANS
NIOKNIOYEHHS 00 TMNPUCTPOIB  MEpPEeXeBol Tononorii B
nabopartopHin poboTi.

= [13 Windows Client Side Pack komnnekcHuin 3acTOCYHOK,
KM MicTUTb Habip nporpam (Putty, VNC Viewer, iHLwUi):

= VNC Viewer — BUKOPUCTOBYETbCA [ONA MIOKMOYEHHS A0
NPUCTPOID, SAKUU Hapae GUI IHTepdenc KopuctyBaua,
npucTpin Tuny "Host"

= Putty — BMKOPUCTOBYETbLCA ANSA NIAKNIOYEHHA OO0 MPUCTPOL,
akmn Hapae CLI iHTepdgenc kopuctyBaya, NPUCTPIK TUny
"Switch"



BctaHoBneHHsa N3 "Windows Client Side
Pack"

= [TlepenTn y ronoBHUM ekpaH nab. pobotu 0-0-0-0-Lab

0-0-0-0-Lab - npwusHadyeHa Aand
ROUTERESLECTOR BCTAHOBMIEHHS AOCTYyNy Ta HabyTTA

_AaABs

NPaKTVKV B PODOTi 3 NPUCTPOSMM

Kpok 1

| cona-cyber-0ps-1_1

CyberOps-Associate-1_| gl8li|=0 ol s INFORMATION -

Network-Security-1_0
b1 ki Files

0-0-0-0-Lab.unl

1-1-1-4-Lab.unl
.......................................................................................................................................................................................... 0.0.0.0 Lab - Install Win Client Pack

3-1-2-6-Lab.unl
..................................................................................................................................................................................................... > ‘ OPEN |
3-1-2-7-Lab.unl

Network-Security-Adv 0-0-0-0-Lab v1

by cyberops

PNT-Basic

a507cfeb-9283-4e83-hich-902e’



BctaHoBneHHs N3 "Windows Client Side

Pack" (nponoexeHHs)
= [oNoBHWUN eKkpaH nabopaTopHOIl poboTun

Ot Urified Networking Labs x +

& 2> C v @ unlnetworkacad.net

L\ Motifications

Switch: started

Refresh topology

. lrIternet -
(oHOBUTHK cTaTyC npvmpom)/ [NpucTpoi \
o0 CUCTEMHI
= NOBiAOMNEHHS

Lab Details B CyberOps_Workstation > Switch
(oetanbHa iHdopMauis
npo nab. poboty)

BiyHe meHo

EE WG ks +

Craryc npucTtpoto:
"KBagpaT" — BUKNHOYEHNN
Close Lab "TPUKYTHUK" - BKIIOYEHUN

(3aBepwnTn nab. poboTy, BCi
NPUCTPOI MaloTb BYTU BUKITIOYEHI)

RCHQS R U E

Logout
(BMnTH 3

cucTemm) /

Poboya obnactb




BctaHoBneHHs N3 "Windows Client Side
Pack" (npomosxeHHs)

= 3aBaHTaXuUTn Ta BCTaHOBUTW nakeT nporpam "EVE-NG-Win-Client-
Pack.exe"

= [locunaHHsa goctynHe 3 nab. pob. "0-0-0-0-Lab" y nyHkTi "Lab details"
BGi4YHOro MeHIO roNOBHOIO eKpaHy

& Free Select 1 - KpOK 1 B|/|6paT|/|
BiyHe mMeHto & s -

rOJ'IOBHOFO eraHy Lab details
ONETET | op details |

1. IOPAAOK BCTAHOBJIEHHA

= JlnA aocTyny A0 NpUMCTOpOIE Mepeskesol ToNoNori HeobBxigHo ecTaHoewrT Windows client side pack, Aakuwid Gyne ectal
EipTyanbHol naboparopi{3 aeaHTasmm N
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Kpok 2. 3aBaHTaXutu

= 3aBaHTaxutn naket nporpam "EVE-NG-Win-Client-Pack.exe" Ttakox
MO>XHa 3a NOCUSTaHHAM 3aBaHTaXUTU



https://drive.google.com/file/d/1Z88f3qSxH7I_nQ7Fx2RYoks-9Xdv0_jK/view?usp=sharing

BctaHoBneHHs N3 "Windows Client Side

Pack" (nponosxeHHs
= BcTtaHosuTtu naket nporpam EVE-NG-Win-Client-Pack.exe

]i(.ZL Setup - E¥YE-NG-Win-Client-Pack

Select Components
‘hich components should be installed?

Select the components you want to install; clear the components you do
install, Click Mext when vou are ready to continue,

ok License Agreement

plink.0. 65 Flease read the Following important information before continuing.
putky 0,65
ultrawnc_wrapper.bat
wireshark_wrapper.bat Please read the Following License Agreemerf

= Setup - UltravMe

Modify windows registry For putty, ultravnc and wireshark, agreement before continuing with the instal
Save on Disk crk, putky, ultravne and wireshark .reg files Select Components
i GNTT GENERALL
Wireshark 2.2.5 x32 . wWhich components should be installed?
Veraion 2

Copyright (C) 1989, 1991 Freq
59 Temple Place - Suite 330,
Everyone is permitted to coy
copies of this license docums

allowed.
] UlkratMC Server Silent

< Back Met >
I I E— [T UkrawhiC Server

Seleck the components vou wank ko install; clear the components vou do not wank to
install. Click Mext when vou are ready to continue.

Current selection§equires at least 0,7 ME of disk space.

Select Additional Tasks

I th | [] UlkraMC Repeater
\ SLop R agresren UlkraWNE Viewer which additional tasks should be performed?
B 6 . () Ido not accept the agreement DUpgrade 1.0,8/1.0.9 ot 1.1,0 Betafu
M paTM BCI eneMeHTM running
Select the additional tasks wou would like Setup to perform while installing UlerabMc,

/ then dlick Mext,

[ Create Ulkrabne desktoE icons

Current selection requires at least 3,6 ME o Associate UlkralNC Wiewer with the .vnc file extension

Bubpatun
Custom Installation / UltraVNC Viewer

< Back l Mexk = ][ Cancel ]
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HaBuku B po60Ti 3 cuctemoro

= BuKkoHaHHA npakTU4HOro 3aBAaHHA noTpebye HaBukiB B poboTi 3
NPUCTPOSAMM  MepeXeBol  Tononorii  (BKMKYEHHSA,  BUKIMIOYEHHS,
BCTAHOBJIEHHS OOCTYNY)

= JlabopatopHa pobota 0-0-0-O-Lab HaBegeHa pgns npuknagy Ta
BUKOPUCTOBYETLCS, K IHCTPYMEHT HabyTTa TakMxX HaBUKIB.

« TMepengitb y po3ain "02_CYBERSECURITY/CCNA-CYBER-OPS-1 1",

==

S AT e HOME  STATUS INFORMATION ~

Im FOLDERS IN f02_CYBERSECURITY

CCNA-Cyber-Ops-1_1

CyberOps-Associate-1_0

Network-Security-1_0
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HaBuKK B pOOOTi 3 CUCTEMOIO (npoaoBxeHHs)

= Kpok 1. Bubpatu i Bigkputn nabopatopHy poboTy

B FOLDERS IN JCCNA-CYBEROPS

B Files

1 1 0-0-0-0-Lab v1

- by cyberops
ab0T7cfeh-9283-4e83-h0ch-902e70943a80

- 4+11-deLabuunl

0.0.0.0 Lab - Install Win Client Pack for \irtual Lab environment

Bubpatu S 19

Biokputn

= Kpok 2. BkntounTtu npucTpin, Hanpuknag, "Host" (CyberOps_Workstation)
abo "Switch"

* WSwi  Switch (2)

i W hdanage
! CyberOps_Workstation J b start I
B CyberOps | M stop

" Start G wipe
& Edit \ W Capture

Bubpatu ven

= Kpok 3. 3adekante (>30 cek.), HagaBwuM Yac CUCTEMi aKkTMByBaTu

NPUCTPIN ,



HaBuKK B pOOOTi 3 CUCTEMOIO (npoaoBxeHHs)

= Kpok 4. BctaHoBneHHsA goctyny Oo npuctpoto. MNposognteca vyepes VNC
Viewer abo Putty, 3anexHo Big Tuny npuctpoto "Host" abo "Switch"

= 4.1 (onuinHo) lNMepekoHanTech, WO NPUCTPIN akTUBHUKW. Npu noTpebi, BUbepiTb NyHKT
"Refresh topology" Ha 6iYHOMY MEHIO FONOBHOMO EKpaHy

Configured objects

EEE kore actions B|/|6paT|/|

£ Refresh to pology

(7 Refresh topology
= 4.2 Oossonutn Bigkputn nigknodeHHa "Allow" abo "Open SSH, Telnet and Rlogin
client"
Open ultravnc_wrapper.bat? Open S5H, Telnet and Rlogin client?
[0 &baways open these types of links in the associated app [0 Always open these types of links in the associated app

Open ultravne_wrapper bat Open 55H, Telnet and Rlogin client

I CyberOps_Workstation B Switch

\ CTtatyc npucTpoto "BKIHO4EeHUN" Crtartyc npucTpoto "BKIIHO4YEHUN" 13



HaBuKK B pOOOTi 3 CUCTEMOIO (npoaoBxeHHs)

= Kpok 5. [NlapameTpu aBTeHTUdiKaUll 3agarTbCA BIANOBIAHO OO0
IHCTPYKLUIT nabopatopHoi poboTu
T oo SHBIELOOT

Fermast s Encoding

= 5.1 (onuinHo) JogaTtkoBo npoBecTn HanawTyBaHHA BikHa VNC Viewer
(MaHesrb IHCTPYMEHTIB, MacwTabyBaHHSA BiKHaA, iHLUI)

= Kpok 6. I'Npuctynntn o BUKOHAHHSA NPaKTUYHOIO 3aBOaHHA. 1



3aBepLUeHHA podoTn B cuctemi

= [licna BukoHaHHA 3aBoaHHA OBOB'A3KOBO KOpeKTHO 3akputu

nabopaTtopHy poboTy
= Kpok 1. BUKkniounTn npmucTpimn.

- Host, B cepenosuLLi noro onepadinHoi cuctemm (Windows, Linux):

S |

.............

1

L
Bubpatn

_ ad
- Switch, Bubpatn nyHKT "Stop” 3 KOHTEKCTHOIO MEHHO fﬂ Switeh @)

W hanage

P Start

Brbparn — 2| e

@ wipe

= Kpok 2. 3akpntn nabopatopHy poboTy Ta i

BUUATU 3 CUCTEMU 2
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= [oTik: CyberSec/DevNet
* Tema: HanawTtyBaHHA Cisco ASA AnyConnect SSLVPN

= [N gocTtyny A0 MartepianiB HAaTUCHITb TYT

= CepepoBulLue BipTyarnbHa fabopartopis

http://unl.networkacad.net — 30BHiLLHIN OOCTYN

http://unl.its.tntu.lan — nokanbHWUN OOCTYN

= JlabopaTopHa poborTa:
= Po3gin: 02_CYBERSECURITY / Network-Security-Adv

= Hasea nabopartopHoi pobotn Remote SSLVPN AnyConnect.unl


https://drive.google.com/drive/folders/12u7Yn97MhkGMUduiTmu6UEZZJCIzDwYU?usp=share_link
http://unl.networkacad.net/
http://unl.its.tntu.lan/

